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Distributed Digital Criminal Dossiers

* Dossiers are created by Public
Prosecution

* Dossiers consist of Records and
Meta-Data

« Meta-Data is stored by the Public
Prosecution

* All data is stored by the Responsible
authorities (GBA, RvdKB, etc.)

Digital Criminal Dossier
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GBA * Dossiers guarantee ‘up-to-date
<Offence> ._.J_)J—

<Main>Vandalism</Main>
<Category>JuvenileRepeatOffender</Category>
</Offence>
<Access>
<Read> ClerkA, ClerkB</Read>
<Write>ProsecutorA, ProsecutorB</Write>
<fAccess>

gemeentelijke basisadministratie)

information

 If a case goes to Court the Dossier
needs to be frozen
(no longer kept ‘up-todate’)

e The Public Dossier decides what
information should be contained in a
Dossier

Dossier RvdKB

Personal Information
Dossier

<Personallnfo>
<MetaData>
<Ref>RvdKB-234567 </Ref>
<CreationDate>05-08-1993</CreationDate> <Mandatoryinfo>

<Access> <Personallnfo>ref:MuniDatAmsterdam-123456</Personallnfo>

<Read>ClerkD, ProsecutorA</Read> <ReportCCW>ref:RvdKB-234567</ReportCCW>
<Write>ClerkD</Write> ‘N__—

</Access> </Mandatorylnfo>
<Optionalinfo>
<StatementSuspect>ref:PP-00001statement.pdf</StatementSuspect>
<Media> ref:PP-00001-movie1.avi,ref:PP-00001-movie2.avi
</Media>

</MetaData>
<Records>

<Personallnfo>
<MetaData>
<Ref>MuniDataAmsterdam-123456</Ref>
<CreationDate>05-08-1993</CreationDate>
<Access>
<Read>All</Read>
<Write>ClerkC</Write>
</Access>

</MetaData>
<Records>
<Personallinfo>ref:MuniDataAmsterdam-123456
</Personalinfo>
<Social Dossier>ref:RvdKB-234567.pdf</Social Dossier>
</Records>
</Personallnfo>

</Optionalinfo>
</Records>
<fDossier>

</MetaData>
<Records>
<Mandatoryinfo>
<Name>
<Name>Jan</Name>
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PP-00001-movie1.AVI
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PP-00001-movie2.AVI

<Surname>Jansen</Surname>
</Name>
<DateOfBirth>02-08-1993</DateOfBirth>
<Sex>Male</Sex>
<Address>...</Address>

</Mandatorylnfo>
<QOptionallnfo></Optionalinfo>
</Records>

</Personallnfo> 7
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AgentScape Agent Platform

 Uniform Middleware

* Built-in security (sandboxing,
authentication,ssl)

 Support for large distributed agent
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* Integrity of Agents
* Confidentiality of Agent data (&
code)
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